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solution. The worst case scenario, when the SIEM development team does not have the 
correct language expertise, involves the employment of native language experts and access 
to target product information, and requires various discussions with the manufacturer.

The High Cost Problem
Compared to English language-only implementations, 
NLS support introduces up to 50% of the development 
effort. Moreover, considering the support for all 
possible languages that a particular software 
implementation may provide, the translation per se 
may take a long time and will have a tremendous 
impact on the cost and duration of the project. This 
ratio between the cost of globalization and the cost 
of original development is far greater than for typical 
applications that do not need to process language-
dependent input data.

CONCLUSION
The implementation of additional log data sources is not easy or straightforward for any SIEM 
solutions. It requires a wide range of technical skills and expertise, such as general system and 
software administrator experience, deep knowledge of auditing and logging subsystems, SIEM 
product area expertise and software development skills, including knowledge of programming 
languages. In some cases even in-depth expertise does not protect the implementer from 
problems such as lack of information, or incorrect or misleading information about 3rd party 
product logs. Overcoming all these challenges requires a certain amount of time, which, 
for the majority of projects, is the most important factor. Training of personnel costs time, 
whereas external experts are expensive to hire even for small and sporadic projects. In the 
end, everything relies on careful planning and a fine balance between the cost of development 
and project duration.

Luckily, the development of a particular SIEM solution can be controlled with a systematic 
approach to these challenges. Determination of sources of audit data as well as appropriate 
selection of audit events to support and globalization support analysis in early stages can 
substantially reduce the overall duration and cost of the project. On top of that, identification 
of sources for missing data, following original log concept and globalization imperatives will 
provide a better design and compliance with security standards, policies and regulations. A 
better design and suitable implementation, in turn, will ensure better maintainability as well as 
efficient support in the future.
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